Computer security in which hiding the required information is done by inserting messages within other messages, which is a string of characters containing the useful information, in a carrier image. Using this technique, the required information from the secret image is embedded into individual rows as well as columns present in the pixels of carrier image. In this paper, a novel fuzzy logic based technique is proposed to hide the secret message in individual rows and in individual columns of pixels of the carrier image and to extract the hidden message in the same carrier image. The fuzzification process transforms the image in to various bitplanes. Pixel number and Correlation Value is computed in the original image for hiding the secret information in to the original image. The pixel number and Correlation value is also used as the key for retrieving the embedded image from the receiver side. Pixel merging is done in the sender side by assigning a steganographic value of white and black pixels in original image based on the fuzzy rules by comparing the pixels present in the original and secret images. The information which is hided can be retrieved by using the same fuzzy rules. Experimental results show that the proposed method can hide and retrieve the secret and important messages in an image more effectively and accurately.
INTRODUCTION
The method of hiding an information on a medium as image as is called as Steganography. Steganographic technique is done for the past decades with various enhancements in medium and in the secret images for providing the Computer Security. Information hidden in photographs or an image is more common recently [2] , [3] , [4] . In this case, the medium of information hiding is an image. An image can be defined as a function of two dimension coordinates f(x, y), where x and y represents the spatial co-ordinates, and f is called as its intensity [1] . In this method an image is considered to be a matrix of two dimension where each point represents its pixel which is the rows and columns. It also has a medium level of brightness. The increased use of multimedia data tends to do fast and convenient exchange of digital information throughout the Internet. With the simplicity of editing and reproduction of the content, the protection of possession for materials of digital audio, video and image video become an important topic of research. In this proposed method, a text which is present in an image is embedded into a gray image. This process can be done by using the fuzzy rule-based region merging. The embedded text can be retrieved easily only by the receiver who knows the defuzzification process. The main importance of this proposed methodology is that it can be used easily by any end user. This methodology solely concentrates on steganography based on an image which is most widely used because of its capacity of carrying hidden data is higher and hence it is very difficult to find a steganographic data from a normal digital image.
The salient features of the proposed Steganographic technique are:
1) It is a completely automatic and an unsupervised method.
2) No assumption is made prior about the type and contents of images which is given as input.
3) This method has a novel information hiding process which is based on fuzzy logic for merging pixels of the carrier image and the secret information present in another image.
4) This method is robust in information hiding since this method incorporates of Fuzzy Logic with region merging.
II. LITERATURE SURVEY
Many techniques of steganography were proposed by recent researchers [5] - [6] , [8] - [10] , [11] - [15] , [18] . In this paper, various steganography techniques which are based on fuzzy based techniques have only been discussed. Khursheed and Mir in [16] , [17] applied the methodologies based on fuzzy logic for hiding information in another data. In their method, they tried to embed the information in a domain based on fuzzy logic. The advantages are lower computationally expense when it is compared to existing domain transformation methods. Their method provides embedding versatility and safety from common cover attacks, as well as appropriate imperceptibility and payload capacity. However, the secret data is sensitive in nature and it is easy to be destroyed by making a small change in the overall cover and by changing without any particular visibility.
Toony et al. [19] proposed a new image hiding method. In their method, a secret information as image is hidden by using a fuzzy based coding and decoding technique. A fuzzy coder compresses each and every block which is there in the form of secret information into a smaller block and utilizes modelbased steganography for hiding the entire message towards a carrier image. This creates minimum distortion in the entire image which results in a quality stego image. Main advantage of their proposed methodology is it yields a higher rate in www.ijacsa.thesai.org embedding data and enhancement in the overall security. Hussain et al. [20] designed a methodology based on the combination of a hybrid fuzzy c-means algorithm and support vector machines model for implementing steganography in images. Their proposed model creates the capability of hiding the secret messages which is convertible to visual system of human. This approach has an advantage of clustering feature using Fuzzy C Means Clustering and a classification technique based on support vector machines.
Goodarzi et al. [21] developed a new scheme for steganography based on the Least Significant Bit method for utilizing the hybrid-based edge detector method. Their method uses the edge detection methodology such as canny and edge detection algorithms based on fuzzy logic. This proposed methodology overcomes the Fridrich's based methods, and steganalysis based systems based on the methodology of statistical based analysis. It also generates high quality stego images. Each and every steganography-based method has its own disadvantages. Petitcolas et al. [6] concludes the various disadvantages of various often used steganography systems. Finding and deletion or modification of secret data in a medium is called as steago attacks. These attacks can be described in many forms which are based on various techniques of information hiding. Craver et al. in [7] elaborates three types of steago attacks namely attacks in robustness, attacks in presentation, and attacks in interpretation.
From the works found in the literature, it has been observed that most of the existing works used. Thresholding based algorithm, Fuzzy C means algorithm, neural networks based algorithms and operators for Background removal. However, in case of medical applications, the accuracy provided by various phases of segmentation is not sufficient to make effective decisions. Therefore, it is necessary to propose a new and efficient technique to enhance the accuracy of segmentation. This paper is organised as follows: Section 3 presents the methodology of the proposed steganographic technique, explaining in detail the use of techniques, such as Fuzzification, Pixel number and Correlation value calculation, Pixel merging based on Fuzzy rules, Retrieving message from stego-image. In Section 4, the complete results obtained for the proposed methodology is presented. Finally, Section 5 presents the conclusions and future enhancements about this work.
III. PROPOSED METHODOLOGY
In this paper, a fuzzy logic based pixel merging method has been proposed for hiding the secret information which is present in an image in to an original image more clearly. This combination of helps to make effective steganographic process regardless of the type of information even the secret information is more or less since it is based on black and white pixels. The proposed methodology is a collection of processing bitplanes of an image and fuzzy logic applied to each pixel present in the original and secret image. Overall architecture of the proposed methodology is shown in Fig. 1 . 
A. Generating the Steganographic Image
This proposed method consists of the following steps:
1) The grey scale original and the secret images are considered to be the Input images.
2) The algorithm counts the number of black and white pixels present in both the original and secret images.
3) Since the input images are grey, it is separated into 4 monochrome images in order to obtain the bit values from each bitplanes.
4) The 2 bits which represents the background picture are called as "lower nibble" and the remaining 2 bits which represents the foreground picture called as "upper nibble".
5) Pixel merging is done in the sender side by assigning a steganographic value of white and black pixels to the original image which is based on the rules of fuzzy logic by comparing the pixels present in the original and secret images. It also calculates the pixel number in original image at which the pixel from secret image is merged.
6) A textural property called as Correlation is also calculated for the original pixel. This value is used as the key for receiving the image which is encrypted from the receiver side.
7)
Obtained pixels are the steganographic image. 8) Defuzzification is performed by reversing the pixel merging process in the receiver side in order to get the secret information from the carrier image.
B. Fuzzification
The process of changing the values from one crisp sets in to another fuzzy set member for the process of qualitative representation is called as fuzzification. In many Fuzzy segmentation methods such as Fuzzy based clustering, Fuzzy C-means and Fuzzy based inference, intensity transformation of values towards a range of different numerals is done in the initial stage. In this work, the transformation (fuzzification) process as shown in Fig. 2 is equivalent to the formation of 4 bitplanes which is shown in Fig. 3(a)-(h) . The input is a monochrome in nature, the entire image contains various pixels of black and white. By observing each bitplane, the gradient of the original image is calculated, and a decision is made whether information hiding is required at such gradients. 
C. Pixel Number and Correlation Value Calculation
Pixel number is calculated to identify the place in original image at which the pixel from secret image is merged. It can be used at the point of Retrieving message from stego-image at the receiver side. Calculation of Correlation value is performed as an additional security measure. Correlation value is calculated for the pixels present in the original image and it is merged along with the pixel contains the information from secret image. The formula for calculating the correlation of a pixel is as follows:
An intruder who is wishing to detect or modify the hidden data can't predict or calculate the correlation value of the pixel where the data maybe hidden. This ensures that the data cannot be deciphered without the knowledge of both sender or receiver.
D. Pixel Merging Based on Fuzzy Rules
Pixel merging is the process of merging two or more pixels with each other. In this work, the pixel merging is done based on the defined fuzzy rules shown in Table I 
E. Retrieving Message from Stego-image
Pixel number of original along with its correlation value is given as key towards the receiver. The receiver can extract the hidden information from original image by identifying the correct pixel and by subtracting the correlation value from it in order to obtain the original pixel from it. Since the pixel number along with correlation value is considered as a key for extracting the hidden information, the proposed methodology can be taken as more secured when compared to other existing steganographic methods.
IV. RESULTS AND DISCUSSION
The proposed methodology is implemented using MATLAB and the resulting image was obtained by giving the input image along with the carrier image. From the result obtained, it can be observed that both the carrier and the output stego-image were indistinguishable visually. The carrier and the secret images are shown in Fig. 3 . The efficiency of the proposed method is determined from the Peak Signal to Noise Ratio (PSNR) and the Mean Square Error (MSE) value. The MSE and the PSNR are the two error metrics used for comparing quality of an image. These ratios are often used as a quality measurement between the original and processed image. In general, the higher is the PSNR, the better is the quality of the processed image. MSE is the cumulative squared error which lies between the processed and the original image, moreover PSNR is the measure of peak error. When the MSE value is low, then the error is also Low. These parameters are defined as follows: (2) Where, M and N are the number of rows and columns in the input images, respectively. Then the algorithm calculates the PSNR value using the below equation:
Where, R is the maximum fluctuation in the input image data type. Table II presents the accuracy estimation based on PSNR and MSE values for some of the sample information as secret image and one original image on which the proposed methodology was implemented. The proposed methodology is compared with LSB based steganography technique. 4 From the results, it can be observed that the proposed technique gives better performance than the LSB technique in terms of the PSNR and MSE values.
In general, it is more suitable to obtain a low in MSE values and a high of PSNR values. These values indicate the better quality of the output image. The LSB technique gives high values of MSE irrespective of the inputs. In all the types of images, the proposed methodology produces a better result. Hence, the calculation based on PSNR is also suitable for the proposed methodology. The significances of the proposed methodology over the existing are as follows:
1) The number of messages that can be hidden is greater than the existing methods. www.ijacsa.thesai.org
2) The efficiency is Greater since the proposed methodology process with each and every pixel of the total image.
3) Better quality and security is obtained when compared with the LSB technique.
4) The proposed methodology obtains a high PSNR and less MSE values when compared to the existing methodologies.
V. CONCLUSION AND FUTURE ENHANCEMENTS
A novel steganographic technique is proposed using the fuzzy logic to embed the secret message in the carrier image is performed in this paper. The proposed technique can produce better results when compared to the existing LSB based steganographic techniques with respect to the number and size of messages that can be hidden. This method also performs well in terms of the time taken to retrieve the hidden information from the carrier image as well as in the quality of the retrieved image. Based on the results obtained, it can be observed that the proposed methodology gives better results for hiding the secret information in an image when compared to the existing LSB based steganographic techniques. It also gives additional security for hiding the secret message in an image by calculating the Correlation value in the pixel present in the original as well as in the secret information. The performance is shown by the increased PSNR and decreased MSE values which are obtained for the tested images. Future enhancement in this work is to propose a feature extraction process in order to enhance the security and also to reduce the time taken to process the complete scenario.
